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Agenda

Overview (10 minutes)

Building passwordless authentication with
Amazon Cognito (50 minutes)
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Current state of authentication



Current state of authentication

Rating:
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>51%

Passwords reused
across websites3

Source:; https://fidoalliance.org/what-is-fido/



https://fidoalliance.org/what-is-fido/

What is passwordless?
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What is passwordless?

Fast IDentity Online (FIDO) — FIDO Authentication f O :mrle
is the answer to the password problem A LLIANGE  onge o
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What is passwordless?

Fast IDentity Online (FIDO) — FIDO Authentication f O :mrle

is the answer to the password problem A LLIANGE  onge o
Security Convenience Privacy Scalability

FIDO2 - Latest specification from the FIDO Alliance

Based on 2 RFC specifications
« WebAuthn - W3C standard for web browser-based authentication

« CTAP - FIDO Alliance Specification for OS communication with compliant local
authenticators
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Amazon Cognito: Flexible, fully managed application
identity Built-in Ul for applications

Flexible, scalable APl and SDK support o
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Passwordless authentication with Amazon Cognito

« Amazon Cognito user pools allow you

to build a custom authentication flow G " e
(https://docs.aws.amazon.com/cognito/ e . rtres response
latest/developerguide/) | ensweredsofar)

CHALLENGE_NAME

« AWS Lambda functions are used to

_—mnmm s w0 -

authenticate users based on one or

more challenge/response cycles
(https://aws.amazon.com/lambda)

respondToAuthChallenge

« Passwordless authentication is
implemented based on custom
challenges
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-authentication-flow.html#Custom-authentication-flow-and-challenges
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-authentication-flow.html#Custom-authentication-flow-and-challenges
https://aws.amazon.com/lambda

Let’s build

Primary objective
Add WebAuthn to your Amazon Cognito user pool and sign in

P | 2 [ 8] S [ R
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Workshop details

Use the following link
to access the lab guide
and your AWS account



Workshop details

Use any one method to authenticate

Sign in
Choose a preferred si

Email one-time password (OTP)

Use the following link
to access the lab guide
and your AWS account
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Workshop details

Use any one method to authenticate

Sign in

Choose a preferred sign-in metho

T

to access the lab guide
and your AWS account

L

One-time email passcode

Send a passcode to the email below.

e —

o | m—

Get help signing in
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Workshop details

Event details

Use any one method to authenticate

Name Start time

less authentication with
Amazon Cognito and
WebAuthn event

Use the following link e e ————
to access the lab guide i

Read and accept before joining the event:

i ] n d yo l I r AWS i ] ( :( :O l I n t . - | 1. By using AWS Workshop Studio for the relevant event, You agree ta the erms anc tions and the
ptable Use Poli

2.1f You are under 18 years old, You may participate in the relevant event, using AWS Workshep Studio: (a) if you are at
he minimum age below based on the country or region in which you reside, and (b) with the involvement of a

parent, guardian or educator.

Country or region Minimum age
All countries or regions not listed below (including United States, Brazil, UK, and Indi;

China, Republic of Korea (South Korea)

Australia

One-time email paSSCOde erland, Vietnam, and countries in the European Economic Area

Azerbaijan, Bolivia, Colombia, Dominican Republic, Indonesia, Lebanon, Malaysia, Mexico,
Montenegro, Nepal, Philippines, Thailand, Turkey, and countries in Africa

Send a pagg{_gd(_a to the email below. You acknowledge and agree that You are using an AWS-owned account that You will be only be able to access during
the relevant event. You have no ownership rights over this AWS-owned account.

During the relevant event, while using this AWS-owned account, You will not use, import, input, or introduce any

data, dataset, or other material that contains personal data, financial information, or any other data or materials

that may be subject to laws and regulations (such as the General Data Protection Regulation o The Health Insurance

Portability and Accountability Act of 1998)

@ @:2mazon.com
5. If You find resid sources or materials in this AWS-awn ccount, You will notify Your Event Operator

immediately.

6. AWS, its affiliate: a i ac S ehalf, reserves the right to terminate this AWS-
Back Send passcode owned account and to delete its contents at any time, without any notice to You
7. During the relevant event, while using this AWS-owned account, You will not: process or run any operation on any

data ather than test datas or lab materials that b been approved by AWS.
8. You will not copy, Import, export or o create derivative works of materials provided by AWS for use ou
it

AWS, its affiliates and any entities or persons acting on AWS's behalf, has no obligation to enable the transmission of
Your erials through AWS Workshop Studio, and s discretion, edit, block, ref

materfals at any time, without notice ta You

0. If You are an AWS Partner, using
Program, Your use of AWS Workshop Studio is governed by the
Conditions, and Your applicable customer agreement with AWS.

Yo e of AWS Workshop Studio will comply all applicable laws. If You fail to comply with

any of these terms, Your access to AWS Workshop Studio may be immediately terminated, without notice to You,

| agree with the Terms and Conditions

Cancel Previous Join event
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Workshop details

Implement password- Event dashboard » Implement Passwordless authentication with Amazon Cognito and WebAuthn
less authentication

U Se t h e fo l lOWi n g li n k ;"r'.;hvﬁ;f:&g‘gz:f Implement password-less authentication with Amazon Cognito and WebAuthn

event

to access the lab guide g8

Cognito and WebAuthn
Introduction
Start time Duration ble regions
and your AWS account [ =
y Deploy the back end
Create front end
Authenticate with Test event for content Implement password-less authentication with Amazon Cognito and WebAuthn
Summary
{Optional thn advanced

feature: Workshop Get started

- Compl opics
Amazon Cognito Documentation Compl Topics
e a 300 Amazon Cognito, AWS Lambda, Security, ldenti

authentication with Amazo AWS Identity & Acces Compliance, Busine:

Cognito and WebAuthn Management (IAM}) Applica
AWS account access
ord-less authentication has been on rise. The FID

mission is to develop and promote authentication standards that "help reduce the world's over-r . p will walk through
the steps of implementing passwol uthentication experience or b or mobile applica

Exit event
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Continue the momentum

IAM304 | | Migrating to Amazon Cognito, featuring approaches
from Fandango

IAM352 | Builders' session | Cedar policy language in action

IAM353 | Builders' session | Amazon Verified Permissions in action

IAM357 | Builders' session | Multi-tenant Saas identity with Amazon Cognito
user pools

IAM371 | Workshop | Building a customer identity and access management solution

IAM441 | Enable new Amazon Cognito use cases with custom logic
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Thank you!

Otto Kruse
ottokrus@amazon.nl
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sirajama@amazon.com
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the session survey
in the mobile app
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